Since its first inception by Joseph Mitola III in 1998 cognitive radio (CR) systems have seen an explosion of papers in the communication community. However, the interaction of CR and control has remained vastly unexplored. In fact, when combined with control theory CR may pave the way for new and exciting control and communication applications. In this paper, the control and estimation problem via the well known two switch model which represents a CR link is considered. In particular, The optimal linear estimator subject to a CR link between the sensor and the estimator is derived. Furthermore, it is shown that in the Linear Quadratic Gaussian (LQG) Control law for a closed-loop system over double CR links is not linear in the state estimate. Consequently, the separation principle is shown to be violated. Several conditions of stochastic stability are also discussed. Illustrative numerical examples are provided to show the effectiveness of the results.
Introduction
Rapid advances in communication and networking extends the areas of traditional engineering sciences. These wireless techniques are widespread to ease applications in different applications. However, the wide use of various technologies, such as radio, satellite, and phone service, also increase the need of bandwidth used for transmission. Most of the current bandwidth spectrum has been licensed to different users to ensure the coexistence of diverse wireless users [1] . Thus an important question: How can communication bandwidth be saved without affecting the performance significantly?
The Federal Communications Commission's (FCC) frequency allocation chart [2] shows that although the majority of frequency bandwidth has been assigned to different users, large portions of it are not frequently used [3] . To increase spectrum use, cognitive radio architecture [4] [5] [6] is proposed to sense available spectrum, search for unutilized spectrum, and communicate over the latter with minimal disturbance to primary users (with license). Each secondary user (without license) is able to sense the licensed spectrum band and detect unused spectrum holes. If a frequency
• The optimal linear estimator over a single CR link between the sensor and the estimator is derived;
• Estimation and control of closed-loop system over CR links are addressed. The controller is shown to be a nonlinear function of the state estimate and depends on the error covariance.
• It is shown that the principle of separation does not hold.
• A linear feedback controller is employed in the closed-loop system and several stochastic stability conditions are derived.
A short preliminary version of some of the results appeared in [23] . The paper is organized as follows: in section 2, the two switch model for a CR system is discussed. In Section 3, the linear optimal estimator for the system is derived. In Section 4, estimation and control of the closed-loop system over CR links is addressed. The conclusion and further works are discussed in section 5.
The Two-Switch Model
In this section, we introduce the two switch model used to model CR systems throughout this paper. The general idea of CR system can be interpreted by Fig. 1 . Assume there are N independent licensed channels that can be sensed named as f 1 , f 2 , · · · , f N ; each channel is divided into parts by vertical lines and each part represents that channel in one time slot; the hatched slot represents that the channel is utilized by PUs and the SUs can not use it while the blank square means that it is free to be used by other users [23] .
In CR systems, PUs represent the spectrum as they pay or as they are assigned to it. SUs take advantage of inactivity periods of PUs to transmit information through the available channels. SUs have to avoid transmitting to minimize interference with PUs. The two switch model considered in this paper is well known and was proposed in the communication community [1] .
First, consider the CR link shown in Fig. 1 . We assume one secondary transmitter (ST) and one secondary receiver (SR) in the presence of several PUs, for e.g., 3 PUs A, B, and C (for convenience of illustration). Two circles represent the sensing areas where the ST and SR can detect the activities of PUs. In Fig. 2 , for example, the ST can only sense whether A or B are active, and then reports that spectrum as available for transmission when both A and B are inactive. Similarly, the SR does the same for B and C. As a result, ST and SR may detect unused spectrum at different times.
The conceptual model in Fig. 2 produces the two-switch mathematical model shown in Fig. 3 , where s t and s r denote the sensing variables of ST and SR. Let s t = 0 if ST senses active PUs and s t = 1 if no active PUs. s r = 0 if SR senses active PUs and s r = 1 if no active PUs. We also assume that PUs are independent with each other [1] . The circles in Fig. 2 represent the sensing regions.
The switch state s t is known only to the transmitter, while s r is known only to the receiver. Correlation exists between these two switch states as can be seen from on the PUs that exist in the intersecting sensing regions. The mathematical model can be written as:
where Y is the received signal, and X and Z are the transmitted signal and noise, respectively [1] .
Optimal Linear Estimator Via Cognitive Radio
In this section, we derive the linear optimal estimator for a single CR system as shown in Fig. 4 . Due to the independence of each channel, without loss of generality, only one channel in the CR system for is considered for convenience. The case of multiple channels can be extended from the single channel case easily and will be discussed briefly.
Problem Formulation
First, we consider estimation over a single CR link between the sensor and the estimator as shown in Fig. 4 . Let us denote by (Ω, Γ, P ) the probability space induced by the following linear stochastic discrete time-invariant system:
where x k ∈ R d is the state at k, y k ∈ R l is the observation received, x 0 is the initial value of the processes {x k } k∈N . υ k ∈ R d and ω k ∈ R l are independent Gaussian white sequences with zero mean and positive definite covariance matrices V and W . The matrices A and C are respectively the state and measurement matrices of the system with appropriate dimensions. s [20, 21] .
The optimal estimation problem can be posed as the minimization of the following cost function [20] :
with respect to the state estimatex k|k . Computing this estimate is the subject of the next section.
Linear Optimal Estimator
In this section, we derive the linear optimal estimator by assuming that the state estimate is a linear function of measurements. The optimal state estimate isx k|k = E{x k |I k } which would be a nonlinear function of the measurement [26] . This requires exponentially increasing memory of computation cost [26] . Thus, we consider a linear formulation in this work. The linear optimal estimator could be derived by using a linear term of measurements in the estimate.
Theorem 1
The linear estimator that minimizes the cost function (3) is given by:
where p = P(s k t = 1|s k r = 1) and
The predictable state, i.e., the estimate at time k based on the observations up to time k − 1 is:
wherex k|k−1 is the a priori state estimate andx k|k is a posteriori state estimate at time k, P k|k−1 is the covariance of the estimation error of x k −x k|k−1 ; P k−1|k−1 is the covariance of the estimation error x k −x k−1|k−1 . We assume, as in the traditional Kalman Filter, that the state is linear in the innovation process (which is
, then we have:
where K k is the linear optimal estimator gain matrix at time k and y k −s k r s k t Cx k|k−1 is the innovation process.
In (11) (11) becomes: Define ε x,k|k as the estimation error at k with observations up to time k; ε x,k|k−1 as the estimation error at k with observations up to k − 1. Then, the estimation error mean can be written as:
where 
Also we have E{ω
Then the estimation error covariance P k|k at time k is:
Note that ε x,k|k−1 is the estimation error at time k before receiving the measurement, ω ′ k is combined with the measurement noise ω k at time k. Thus ω ′ k is independent of ε x,k|k−1 . Therefore, E{ω
where
The optimality criterion is to minimize the cost function J k at k. Note J k = T race(P k|k ) [20] . Differentiating J k with respect to (w.r.t) K k yields
Letting (16) be equal to 0, and solving for K k yields:
and plugging K k in (15) gives:
, which includes two cases: s k r = 0 and s k r = 1. Note when s k r = 0, the receiver is inactive to avoid disturbing PUs, so y k = 0. Then, the second terms on the right hand side in both (11) and (17) vanishes, which means when s k r = 0, p t does not affect the values of the state estimate and error covariance; Thus, we only need to compute the case when s k r = 1, that is p t = P(s k t = 1|s k r = 1) and (11) can be represented as:
. Using the same argument as above, we can write:
including both cases. For convenience, we denote p = P(s k t = 1|s k r = 1) and finish the proof.
In the next lemma we compute p in the optimal linear estimator.
Lemma 1 Assume in the two-switch model that there are h independent PUs, {u 1 , ...u h } in the sensing regions of ST only, and another m independent PUs {u h+1 , · · · , u h+m } in the intersection of the sensing regions of ST and SR, and another o independent PUs {u h+m+1 , · · · , u h+m+o } in the receiver sensing region of SR only. Let {p 1 , · · · , p h+m+o } denote the probabilities that the PUs are inactive, respectively. Then,
(18) means that the optimal linear estimator depends on the probabilities of inactive PUs that only exist in the sensing region of ST.
Proof 2 Note that the probabilities that ST can transmit and SR receive are:
respectively. It follows,
proving the Lemma. 
Example: Application to an Inverted Pendulum-Cart System
To illustrate the performance of the optimal linear estimator, an application to estimate the states of an inverted pendulum-cart system via a CR system is proposed.
The parameters of the system to be estimated are given by: The output signals are the position and angle of the inverted pendulum. The position should act as the reference signal at approximately 1m and the angle is set close to 0. The two switch model cognitive radio system in Fig. 2 is considered. Three PUs are detected in the sensing regions, assuming that p 1 = p 2 = p 3 = 0.8. Using the proposed estimator we obtain the estimates of the position and angle shown in Fig. 5 . From the figure, it is obvious that the estimated states converge to the real ones.
Multi-channels Case
In the previous sections, we discussed one channel sensed a CR system, due to the independence of each channel, the results can be easily extended to the case of multiple channels. The optimal linear 
If we consider how to choose the channel when the current channel is occupied by the PU, which means the correlation between channels could not be neglected. This requires a sensing strategy for the switch between channels, which would introduce more complexity to the probability analysis.
Estimation and Control Through Cognitive Radio

Estimation
In this section we consider estimation and control of the closed-loop system when CR links exist between both the sensor to the estimator, and controller to the actuator, as shown in Fig. 6 . We still focus on the case of one channel in the CR system, as the case of multiple channels can be addressed similarly as discussed in section 3.4. There are two STs, located at the sensor and controller ends, respectively, similarly for two SRs at estimator and actuator ends. Observe that the sensing variables are the same at the estimator and at the controller (the estimator and the controller are in the same location), thus for convenience we use s k r to denote the sensing variable. Similarly, we use s k t for the sensing variable of the actuator and sensor. The system represented in Fig. 6 becomes:
The information set becomes
The optimal linear estimator for this system is to minimize the cost function defined in section 3.1 by assuming that the state estimate is a linear combination of measurements.
The a priori state estimate can be computed similarly as follows: 
After receiving the measurement the a posteriori state estimate is obtained:
After additional computations from (27) we get:
In the next section, control design of the closed-loop system is introduced.
Control
It can be seen from the above that the error covariance is a function of the control input, this implies that the separation principle does not hold. An example is provided to illustrate that it is indeed the case. Assume a SISO system with A = 1, B = 1, C = 1, W = 1 and V = 0. Consider the value function defined as:
Also assume Q N = Q k = 1 and R = 0.
To compute the control action for step k = N − 1, N − 2, we only need to differentiate the above equation on both sides with respect to u N −1 . The steps are omitted and can be found in [23] . We also give a detailed derivation of V N −1 (x N −1 ) to show that it is a function of the error covariance, and thus the separation principle does not hold.
The only case where the optimal controller is a linear gain of the state estimate is when p = 1, which means that no PU exists in the transmitter sensing region. Using Fig. 2 as an example, when the PU A does not exist or exists in the intersection of the transmitter and receiver's sensing regions, there is an optimal controller that is a linear function of the state estimate. This provides us with an interesting insight: In order to obtain a linear optimal controller, the receiver should be located at a position where all PUs are covered by its sensing region.
Stochastic Closed-Loop System Stability
As seen above, the optimal controller depends on the estimation error covariance and is in fact a nonlinear function of the state estimate. It is therefore not obvious to study in detail the stability of the optimal closed-loop without an explicit expression of the controller. To simplify the problem we assume a suboptimal controller that is a linear function of the state estimate of the form u k = −Fx k|k−1 , where F is a constant matrix that is chosen such that A − BF is stable. We are going to derive stability conditions of the corresponding closed-loop. Note in this case the error covariance is still a function of the control input. The state equations of the closed-loop system are derived as:
Subtracting the equations above and incorporating them in the closed-loop system:
The conditions for the mean stability [19] of the closed-loop system are given in the following Theorem. Proof 3 By definition of mean stability [19] , taking the expectation of both sides of (31) yields:
32) the m-stability conditions (i) and (ii) of Theorem 2 are established.
Remark 1 : Condition (i) can be used as a necessary condition for the closed-loop stability for F when p, q are known. It provides a way to update the suboptimal linear controller for known p, q, with a new gainF as to stabilize x k+1 = Ax k + pqBu k . We show in the numerical examples that this new gain will improve the performance of the closed-loop system. In condition (ii), {K k } k≥0 is a deterministic time varying sequence of matrices that can be computed as: (10), respectively. Similarly, E{K
= 0}, and so on. Thus, applying the same reasoning from s k−1 r to s 1 r and using equations (10),K k is obtained.
Next, we turn to a special but simplified case. This is the case when p = 1, (25) reduces to:
where s k i represents whether PUs in the intersection region of the ST and SR are active or not. The problem then becomes a packet loss problem that has been considered in [13, 17] . However, the calculation of the optimal controller needs the exact value of q which is hard to predict in CR systems as it is governed by the PUs' behavior. We give sufficient stability conditions of the so-called peak covariance process which can be viewed as an estimate of filtering deterioration caused by disruptions from PUs. First, we introduce the following definition then the conditions are provided in lemma 2. (A, B) is controllable, and (A, C) is observable. The observability and controllability index are the smallest integer I 0 and
Definition 1 Assume that
have rank n, respectively [14] .
When p = 1, (31) becomes:
e k+1 x k+1 T |I k . Assume the initial condition s 1 r = 1. The following two stopping times are introduced [14] :
Thus α 1 is the first time when primary users occur and β 1 is the first time the channel becomes idle again. The above procedure then generates two sequences:
where for j > 1:
is called the peak covariance process (also a subsequence process) of {L k } k≥1 [14] . The peak covariance is computed at the last time instant of a consecutive s k r = 0. Its stability analysis is important and useful for analyzing system performance, in that it provides an insight in how "bad" the covariance process might be due to successive packet losses.
Definition 2 [14] We say the peak covariance sequence {L p n } n≥1 is stable if sup n≥1 E L p n < ∞. Accordingly, we say the system satisfies peak covariance stability.
Lemma 2 {L
p n } n≥1 is stable if the following two conditions hold:
where λ A is an eigenvalue of the largest magnitude for the matrix A, I = max{I 0 , I 1 } and d
(1) i is a positive constant given in the proof below.
Proof 4
Since the separation principle holds in this case, estimation and control can be performed separately. Consider the error covariance
where P k+1 = P k+1|k and p j = E{s that satisfy the following inequality [14] :
where X refers to the matrix induced norm X = max |X|=1 |MX| where |X| and |MX| denote the usual Euclidean norm for vectors. By [14] , where only estimation is considered, the peak covariance process {P p n } n≥1 of {P k } k≥1 is stable if condition (i) above holds and
is satisfied. Consider the control part, from the close-loop equation above, we havê
where (36) hold. To see this, note {P p n } n≥1 is stable, then from each β n to α n+1 , s k r = 1 for a successive period, it follows that P k is bounded based on Kalman filtering theory. This implies that T k is also bounded in that period. Once s k r becomes 0, 1) , there always exist e (1) i ≥ 0 and e (0) i that satisfy the following inequality [14] :
Following the same arguments in [14] , besides condition (i) and (36),
1 [1 +
is also satisfied (note in (39) I 1 is used instead of I 0 in (36)), then the peak covariance process {M
We have now
e k+1 x k+1
i . Then, we can combine (36) and (39) together and get condition (ii) in the lemma.
Remark 2 : Lemma 2 gives sufficient conditions for a linear gain to stabilize the CR closed-loop system when the optimal controller cannot be obtained.
In the next section, illustrative examples are provided to show improved performance of the closed-loop system through CR links and test the stability conditions.
Numerical Examples
We consider the model of the CR system shown in Fig. 3 , with instable inverted pendulum-cart system parameters: Step response of the closed-loop system. Step response for a better controller gain. Step response when p = 1.
We can see the step response is the desired result in Fig. 7 . Then when we fix F and change p 1 = 0.5, we can see that the step response diverges in Fig. 8 .
Next, we set p 1 = 0.5, p 2 = p 3 = 0.8, but design a LQR for the system x k+1 = Ax k + pqBu k as suggested, and run the step response for the closed-loop system, which produces Fig. 9 shows that for this improved design the step response of the system is stable. 
3 = 1.1230. After some computations, the left-hand side of condition (ii) in lemma 2 is approximately 0.9997 ≤ 1 and the condition is satisfied. The result is depicted in Fig. 10 . The step response is stable, so the error covariance and thus the peak covariance are both stable. Note that in this case the optimal controller exists and is linear in the state estimates.
Conclusion
In this paper, estimation and control of CR systems is investigated. A CR system model, called the two-switch model, proposed in the communication community to represent the communication CR links is employed. The optimal linear estimator is derived for a single CR link. Then estimation and control of the closed-loop system over two CR links are addressed. The controller is shown to be a non-linear function of the state estimates. Several stability conditions are derived and numerical examples are presented to illustrate the effectiveness of results. As a new emerging communication technology, CR combined with control theory may pave the way for new applications, for example, see [24] . The future work will focus on more practical transmission models of CR systems which are generated from the sensing spectrum model and the corresponding estimation and control algorithms, and also the probability analysis on the stability for the case p 1 = 1 and more PUs involved. Moreover, less conservative stability conditions will be derived based on [27] .
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